Multi-factor Authentication (MFA) Registration

Note:

e MFA registration must be done at the school with your computer connected to school WI-FI.

e MFA Method: The Microsoft Authenticator App is the recommended method for Multi-Factor Authentication
(MFA).

e Please follow the setup instructions below.

Getting Started - video or follow these steps.
Setting up Microsoft Multifactor Authentication - YouTube

On your computer — During your login OR open your browser > go to: https://aka.ms/setupmfa
Complete the login steps with your school login
credentials (12345abc@wcdsb.ca) ¥ Microsoft

Sign in
Email or phone I

Can't accass your aceount?

Qh Sign-in options

After completing the login steps,

Security info
Click: + Add sign-in method

These are the methods you use to sign inta your 3ccount or reset your password.

Default sign-in method: Microsoft Authenticator - natification Change

+ Add sign-in method

S, Last updated:
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Select: Authenticator app )
Add a sign-in method

(A Microsoft Authenticator
O Approve sign-in requests or use one-time codes

Hardware 'cc:kenc|
Leave this screen on your computer and you will come Jaspypo scditaiam
back to it after you install the APP on your phone. ‘ ‘
Follow the steps to install Microsoft Authenticator on
your mobile phone



https://www.youtube.com/watch?v=xaDADd5oLZM
https://aka.ms/ssprsetup

Go to the APP Store - Apple store for 10S or Google Play
store for Android on your device > Download the
“Microsoft Authenticator” App
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Install Microsoft Authenticator

Install the app on your mobile device, then come
back here to continue.
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Set up a different authentication app

Set up a different way to sign in

On your phone - Open the Microsoft Authenticator App

Click: 3 dots
Click: Add Account
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Add account

Settings
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Click: Work or School Account

€  Add account

What kind of account are you adding?

=- Personal account ®

Work or school account @

R Other account (Google, Facebook, O
etc.)

Back to your computer
Click: Next

@

Set up your account in app

O

If prompted, allow notifications. Then add an
account. and select Work or schoal.

t up a different way to sign ir

QR code will appear on your computer screen. On
your phone with the Authenticator App open Scan
the code with your phone’s camera.

Once scanned your computer screen will change.
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Scan the QR code

On the Authenticator App, on your phone enter
the number that appears on your computer, to LetiEtny it out .
Approve

20

Enter the number shown in the app to approve the
sign-in request.

Back




You have successfully added Authenticator App
Click: DONE

@ Authenticator Added

You can now use Microsoft Authenticator to approve
sign-ins, get one-time codes, and more.

This is now your default sign-in method.

Optional: Verify your MFA setup

On your computer - Open a web browser and go to:

https://myapplications.microsoft.com/

Click: MFA Test Icon

MFA Test
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Multi-Factor Authentication (MFA) Test

SUCCESS!

Your WCDSB Microsoft 365 MFA is verified.



https://myapplications.microsoft.com/
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